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Abstract. This article describes the particular parameter choice and
implementation details of one of the rare published, but not broken sig-
nature schemes, that allow signatures to be computed and checked by a
low-cost smart card. The security is controversial, since we have no proof
of security, but the best known attacks require more than 2%° computa-
tions. We called FLASH our algorithm and we also proposed SFLASH, a
version that has a smaller public key and faster verification though one
should be even more careful about it’s security.

FLASH and SFLASH have been accepted as submissions to NESSIE
(New European Schemes for Signatures, Integrity, and Encryption), a
project within the Information Societies Technology (IST) Programme
of the European Commission.

1 Introduction

In the present document, we describe the FLASH public key signature scheme.

FLASH is a C*~~ algorithm (see [4]) with a special choice of the parameters.
FLASH belongs to the family of “multivariate” public key schemes, i.e. each
signature and each hash of the messages to sign are represented by some elements
of a small finite field K.

FLASH is designed to be a very fast signature scheme, both for signature
generation and signature verification. It is much faster in signature than RSA and
much easier to implement on smart cards without any arithmetic coprocessor
for example. However its public key size is larger than the public key size of
RSA. Nevertheless this public key size can fit in current smart cards. It may
also be noticed that, with the secret key, it is possible to sign AND to check
the signature (generated with this particular secret key) without the need of the
public key (in some applications this may be useful).

As a result, the parameters of FLASH have been chosen in order to satisfy an
extreme property that very few public key scheme have reached so far: efficiency
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on low-price smart cards. FLASH has been specially designed for this specific
application because we thought that for all the classical applications of signature
schemes, the classical algorithms (RSA, Fiat-Shamir, Elliptic Curves, DSA, etc)
are very nice, but when we need some very specific properties these algorithms
just cannot satisfy them, and it creates a real practical need for algorithms such
as FLASH.

FLASH was designed to have a security level of
the art in Cryptanalysis.

280 with the present state of

2 FLASH: the basic ideas

(This paragraph is here to help the understanding of FLASH. FLASH will then
be described in details in the next paragraphs.)
Let K = F, = GF(g) be a small finite field (in FLASH we will choose
K = Fy56 and in SFLASH we will choose K = Fya3).
Let n and « be two integers (in FLASH and SFLASH we will have n = 29
and a = 11).
Let F be the following function:
Fpr - Fp
P S
This function F' can be seen in two different ways:

1. It can be seen as a monomial function with only one variable z € Fn, of
degree 1 + ¢°.

2. Or, if we write this function F' as a function from Fy» to Fy», it can be seen
as a multivariate function from n variables (z1,...,z,) € K™ to n variables
(Y1,-.-,yn) € K™, of total degree 2.

From the univariate representation (1), it is easy to invert F' when 1 + ¢% is
coprime to ¢" — 1 (we will always choose ¢, n and « such that this condition is
satisfied). In this case, it can be proven that the inverse function F~! of F is
also a monomial function:

F~l(z) = 2"
where h is an integer such that
h-(14¢%) =1mod (¢" —1).

From the multivariate representation (2), we will be able to “hide” this function
F' by introducing two secret bijective affine transformations s and ¢ from K" to
K", and we will compute G' =t o F o s and keep F' secret. This function G' is
a quadratic function from K™ to K".

Now, we use another important idea: we will not publish all the n quadratic
equations of G', but only n — r of these equations (ie r equations will be kept
secret). (In FLASH and SFLASH, r = 11.)

Let G be the public function from K™ to K™ " obtained like this. Then G
will be the public key and ¢, s and the r equations removed are the secret key. As
we will see below from G, we will be able to design the very efficient signature
schemes FLASH and SFLASH.



Remark: FLASH and SFLASH are very similar to the scheme C* published
in 1988 by T. Matsumoto and H. Imai (cf [?]). However, there are two major
changes:

1. In FLASH and SFLASH, there is only “one branch”.
2. In FLASH and SFLASH, r equations of the composition G' = to F o s are
kept secret, where ¢g" > 280,

Without these changes, the schemes can be broken (see [3] and [4]).

3 Notations and Parameters of the Algorithm

In all the present document, || will denote the “concatenation” operation. More
precisely, if A = (Ao,---,A\m) and u = (uo, - - -, py) are two strings of elements
(in a given field), then A||p denotes the string of elements (in the given field)
defined by:
AH,LL = (>‘07"'7Am7,u07"'7,un)‘
For a given string A = (Ao, ..., Am) of bits and two integers r, s, such that
0 <r < s <m, we denote by [A],—s the string of bits defined by:

P\]r—>s = (Ara >\r+17 ) >\s—17>\s)-

The FLASH algorithm uses two finite fields.

— The first one, K = Fy54 is precisely defined as K = Fy[X]/(X8+ X6+ X° +
X +1). We will denote by 7 the bijection between {0,1}® and K defined by:

Vb= (by,...,br) € {0,1},

) =b: X 4+ ...+ X +b (mod X®¥+X®4+X°4+ X +1).

— The second one is £ = K[X]/(X3" + X2 + X0 4+ X2 +1). We will denote
by ¢ the bijection between K37 and £ defined by:

Vw = (wo, . ..,wss) € K37

ow) =w3e X + ... +wi X +wy (mod X3+ X124 X104 X2 41).

3.1 Secret Parameters

1. An affine secret bijection s from K37 to K>7. Equivalently, this parameter
can be described by the 37 x 37 square matrix and the 37 x 1 column matrix
over K of the transformation s with respect to the canonical basis of K37.

2. An affine secret bijection ¢t from K37 to K37. Equivalently, this parameter
can be described by the 37 x 37 square matrix and the 37 x 1 column matrix
over K of the transformation s with respect to the canonical basis of K°7.

3. A 80-bit secret string denoted by A.



3.2 Public Parameters

The public key consists in the function G' from K®7 to K2¢ defined by:
G(X) = (}/[h}/l: v >}/25),

where
Y = (%, Y3, Yar) = t(97 (Flo(5(Y)))).

Here F' is the function from £ to £ defined by:
VA€ L, F(A) = A6 +1,

By construction of the algorithm, G is a quadratic transformation over K,
ie. (Yp,...,Ys) = G(Xo,...,X36) can be written, equivalently:

Yo = Po(Xo, ..., X36)

Yas = Pos(Xo, ..., X36)

with each P; being a quadratic polynomial of the form

P;(Xo,...,X36) = Z Gij kX Xk + Z vi i Xj + pi,
0<j<k<37 0<j<37

all the elements (; j x, v;,; and p being in K.

4 Signing a message
In the present section, we describe the signature of a message M by the FLASH

algorithm.

4.1 The signing algorithm

The message M is given by a string of bits. Its signature S is obtained by
applying successively the following operations (see figure 1):

1. Let M; and M be the three 160-bit strings defined by:
M; = SHA-1(M),
My = SHA-1(M,).
2. Let V be the 208-bit string defined by:
V' = [Mi]o—159][[M2]o—a7-
3. Let W be the 88-bit string defined by:
W = [SHA-1(V[|A)]o-s7-



. Let Y be the string of 26 elements of K defined by:

Y = (7(Vlos) 7 ([Vlsors), -, w([Vavo0r) ).
. Let R be the string of 11 elements of K defined by:
R = (w([Wlosr), m([Wss1), .., w([Vsa-ssr) ).
. Let B be the element of £ defined by:
B =yt (Y]|R)).
. Let A be the element of £ defined by:
A=F(B),

F being the function from £ to £ defined by:

VAE L, F(A) = A% +1,
. Let X = (Xo,...,X36) be the string of 37 elements of K defined by:
X = (Xo, ..., Xag) = s_l(ga_l(A)).
. The signature S is the 296-bit string given by:

S = 7T_1(X0)|| ||7T_1(X36).

4.2 Computing A = F~1(B)

The function F', from £ to L, is defined by:

VA€ L, F(A) = A% +1,
As a consequence, A = F~!(B) can be obtained by the following formula:

A= B",

the value of the exponent h being the inverse of 256!! 4+ 1 modulo 25637 — 1. In
fact, h can be explicitly given by:

17 17634174

h=22%4%" N 2l

=0 j=176i4-87

Three methods can be used to compute A = B" :
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Fig. 1. Signature generation with FLASH



1. Directly compute the exponentiation B” by using the “square-and-multiply”
principle.

2. Use the following algorithm:
(a) Initialize A to:

A= (: p256™° _3128)_

Note that B — B2 is a linear transformation of £ if we consider £
as a vector space over K and can thus be easily computed.
(b) Compute
w= A256“71_

This value can be computed either by using the “square-and-multiply”
principle or by noticing that we also have

11
u- A= A%

with A — A256" being a linear transformation of £ if we consider £ as
a vector space over K. We can thus easily find A by solving a system of
linear equations over K.

(c) Apply 18 times the following transformation: replace 4 by u - A2%6”.
This is also practical, since A — A2% i a linear transformation of £
(considered as a vector space over K).

3. Finally, we can also use the fact that

A . 256 — 4256%%

Since B — B2"" and A — A2 are two linear transformations of £
(considered as a vector space over K), A can be found by solving a system
of linear equations over K.

5 Verifying a signature
Given a message M (i.e. a string of bits) and a signature S (a 296-bit string),
the following algorithm is used to decide whether S is a valid signature of M or
not:
1. Let M, and M be the three 160-bit strings defined by:
M, = SHA-1(M),
My = SHA-1(My).
2. Let V be the 208-bit string defined by:

V = [Mi]oo1s9]|[M2]o—a7-



3. Let Y be the string of 26 elements of K defined by:

Y = (W([V]0—>7)77T([V]8—>15)7 e J([V]200—>207))-
4. Let Y’ be the string of 26 elements of K defined by:

V' = G(7([Sloor), w([Sls-r15), - -, T([Slass205) ).

5. — If Y equals Y’, accept the signature.
— Else reject the signature.

Message M Signature S
SHA-1 SHA-1 G
Y | ¥ Y
160 bits |160 bits Y’
Y
Yy | Y =Y': accepted
Y #Y': rejected

Fig. 2. Signature verification with FLASH

6 Security of the FLASH algorithm

FLASH is a C*~~ scheme with a special choice of the parameters.

The security of such schemes has been studied in [4].

The security is not proven to be equivalent to a simple to describe and as-
sumed difficult to solve problem. However, here are the present results on the
two possible kinds of attacks :

6.1 Attacks that compute a valid signature from the public key as
if it was a random set of quadratic equations (i.e. without using
the fact that we have a C*~~ scheme)

These attacks have to solve a MQ problem (MQ: Multivariate Quadratic equa-
tions), and the general MQ problem is NP-Hard. Moreover, when the parameters
are well chosen, the known algorithms for solving such an MQ problem (such
as XL, FXL or some Grobner base algorithms) are efficient. With our choice of
parameters for FLASH, they require more computations than the equivalent of
280 operations.



6.2 Attacks that use the fact that the public key comes from a
C*~~ scheme (and is not a random set of quadratic equations)

All the known attacks on this family have a complexity in O(qr), where r is the
number of removed equations (r = 11 in the FLASH algorithm), and where ¢
is the number of elements of the finite field K used (so ¢ = 256 = 28 for the
FLASH algorithm). So these attacks will require more than the equivalent of 250
operations for the FLASH algorithm.

7 Summary of the characteristics of FLASH

— Length of the signature: 296 bits.

— Length of the public key: 18 Kbytes.

— Length of the secret key: the secret key (2.75 Kbytes) is generated from a
small seed of at least 128 bits.

— Time to sign a message!: less than 2.7 ms (maximum time).

— Time to verify a signature?: less than 0.8 ms (i.e. approximately 37 x 37 x 26
multiplications and additions in K).

— Time to generate a pair of public key/secret key: less than 1 s.

— Best known attack: more than 28° computations.

8 The SFLASH algorithm

In this chapter we introduce a modification of FLASH, that is made in order to
have a smaller public key length. For this purpose, we will choose our parameters
such that the coefficients of the public key lie in the prime subfield Fs of K. For
this we need to satisfy two conditions.

First, the coefficients of the irreducible polynomial that defines £ need to be in
F». Secondly, the affine invertible transformations s and ¢ need to be defined
over Fs.

Moreover, in order to avoid a possible attack described in [1] (this attack uses
the factorization of the extension degree 8 and the existence of an intermediate
extension), we choose K = Fy5g in SFLASH.. Then the of [1] attack fails and we
obtain an algorithm that is not broken with a difference from FLASH that the
public key takes 2.2 Kbytes instead of 18. It is also sensibly faster in verification.

9 Summary of the characteristics of SFLASH

— Length of the signature: 259 bits.
— Length of the public key: 2.3 Kbytes.

! On a Pentium ITI 500 MHz. This part can be improved: the given software was not
optimized.
2 This part can be improved: the given software was not optimized.



Length of the secret key: the secret key (0.35 Kbytes) is generated from a
small seed of at least 128 bits.

Time to sign a message®: less than 2.6 ms (maximum time).

— Time to verify a signature*: less than 0.4 ms (i.e. approximately 37 x 37 x
26 x % multiplications and additions in K).

Time to generate a pair of public key/secret key: less than 1 s.

— Best known attack: more than 28° computations.
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